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SUMMARY OF REVISION

This supplement has been extensively revised and will require thorough review.

AFI 31-401, 1 Jan 99 and AFI 31-401, AFMC Sup 1, 3 Dec 99 are supplemented as follows:

1.3.4.  (AFMC)  The Chief, Acquisition Security Branch (95 SFS/SFA) is the Information Security Program Manager for all Air Force activities located at Edwards Air Force Base, unless prohibited by regulation or instruction.  Information Security Program Management authority will be delegated to the Information Security Section (95 SFS/SFSII) through the Information Security Flight (95 SFS/SFAI).  This delegation will be effective upon publication of this supplement.

1.3.5.1.  (AFMC)  Security Managers must be appointed in writing.  Forward a copy of the appointment letter to 95 SFS/SFAII.  See IC 2000-1 to AFI 31-401 for security manager initial training requirement.  Security Managers must have at least a Secret security clearance.

1.3.6.9.  (Added-AFFTC)   Maintain a Security Manager Handbook with the following documentation:

· Security Manager appointment letter

· Unit Internal Security Operating Instruction(s)

· Current Unit Annual Training Plan approved by the commander

· List of Security Containers, vaults, and approved secure rooms

· Semi-Annual Self Inspection Reports endorsed by the commander 

· Last Consolidated Compliance Review (CCR) endorsed by the commander

· Security Manager Meeting Minutes (last two) or cross reference sheet

· Information Security Publications or cross reference sheet

· Sentinel Key Roster or cross reference sheet

· Training Documentation (sign-in sheets, e-mail receipts, etc.) with date and subjects presented (current and past year)

· Briefing Certificates (NATO, CNWDI, etc.,) or cross-reference sheets

· Debriefing Certificates (AF Forms 2587) or cross-reference sheet

1.3.8.  AFFTC/IN, Special Security Office (SSO), manages the Sensitive Compartmented Information (SCI) Program.

 1.3.9.  95 SFS/SFA, Foreign Disclosure Office (FDO), manages the AFFTC Foreign Disclosure Program.  Visits by non-U.S. citizens will be approved by the FDO.  Unit visitor control programs are responsible for ensuring compliance with FDO instructions.

1.3.11. (Added-AFFTC)  Safe Custodians:  

 1.3.11.1.  (Added-AFFTC)  Attend ISPM sponsored Safe Custodian training within 60 days of appointment. 

1.3.11.2.  (Added-AFFTC)  The primary and alternate will be the first two names listed on the SF Form 700 for the container. 

1.3.11.3.  (Added-AFFTC)  Manage classified holdings by periodically reviewing material for currency, need, and proper markings. 

1.3.11.4.  (Added-AFFTC)  Release the container combination to authorized persons, as required.

1.3.11.5.  (Added-AFFTC)  Record the name of persons knowing the combination.

1.3.11.6.  (Added-AFFTC)  Change the safe combination, when required.

1.4.2.2.  (AFMC)  Information Security Program Reviews are known locally as Consolidated Compliance Reviews (CCRs).

1.4.3.  Document Semi-Annual Self-Inspections.  Reports with corrective action taken, if applicable, must be reviewed and endorsed by the Commander/Staff Agency Chief.  Exceptions to the self-inspection schedule must be approved by 95 SFS/SFAII.

1.5.1.3.  File or cross-reference the location of briefing certificates in the security manager handbook.

1.5.2.4.  (Added-AFFTC)  Edwards Air Force Base doesn't currently have a NATO Control Point established.

1.5.2.5.  (Added-AFFTC)  Access approving officials will ensure access and briefings are documented on AF Form 2583.  File or cross-reference the location of briefing certificates in the security manager handbook.

2.1.3.  (AFMC)  AFFTC/CC and AFRL/PROI have been delegated Secret Original Classification Authority.

2.3.5.  (Added-AFFTC)  A suspense copy of the classification/challenge letter will be filed with the classified information/material in question until a final determination is provided by the OCA.

2.4.1.  At the AFFTC, coordinate publication of security classification guides with 95 SFS/SFAII to facilitate biennial reviews.

4.4.    Process marking waivers through 95 SFS/SFAII.

4.6.  Place SF 710, Unclassified Label, on unclassified magnetic media submitted to the Base Communication Message Center for processing.

4.6.1.  (Added-AFFTC)  Annotate SF 711, ADP Data Descriptor Label, or locally devised label with Classification Source “Derived From” and Declassification Instructions “Declassify On.”  See DoD 5200.1-PH.

4.11.  (Added-AFFTC)  Conspicuously mark binders containing classified information on the spine; top and bottom of the front and back, with the highest level of classified material contained therein.

4.12.  (Added-AFFTC)  Except for material being processed for mailing, do not store classified material in unmarked envelopes.

5.6.9.  Coordinate Foreign Disclosure issues with 95 SFS/SFA, FDO.

5.7.2.  See Attachment 10 for visitor control policy.  Units will develop internal visitor control policy and define that policy in their unit security operating instruction.

5.11.3.  (Added-AFFTC)  Annotate the SF 702, Security Container Check Sheet, each time the container is opened and closed.

5.12.  Schedule and appoint personnel to conduct end of day checks in writing.5.14.1.  (AFMC)  AFFTC/IT, Telecommunications Message Center, Bldg 3940, provides overnight temporary storage for all levels of collateral classified material, except bulk cargo.

5.15.1.  (AFMC)  Coordinate security plans with 95 SFS/SFAII at least 10 working days before the start of the event.

5.15.2.  Coordinate requirements for secure conference facilities with 95 SFS/SFAII.  95 SFS/SFAII will approve all secure conference rooms.

5.15.15.  Contact the local AFOSI office for guidance.

5.17.1.  Coordinate the use of copying equipment designated for classified reproduction with 95 SFS/SFAII.  Copying machines and equipment with copying capability must be posted with AFFTC VA 31-30, Classified Reproduction Rules or AFFTC VA 31-29, No Classified Reproduction.  Also see para 5.26.

5.17.2.2.   This also applies to digital cameras used for classified photography.

5.18.1.  (AFMC)  Submit requests through 95 SFS/SFAII.

5.20.3.  Notify 95 SFS/SFAII when locks are replaced.  Notifications include organization, container type, and location.

5.20.4.  (AFMC)  The 95 SFS/SFAII will be the approval authority for secure rooms and vaults.  Forward a request for approval with the security operating procedure to 95 SFS/SFAII.  Requests include the following information:

· Organization

· Building and room number

· Program, project/activity the area is supporting and duration

· Point of contact with phone number

· Highest classification of material to be stored

· Type of material to be stored

· Type of alarms supporting the area

· Diagram/drawing or blueprint of the affected area

· Written Security Plan

95 SFS/SFAII will arrange for a physical security survey and upon approval will issue AFFTC Form 5859, Secure Storage Room/Classified Conference Room Certificate.  Post the certificate within the approved facility.

5.23.4.  (Added-AFFTC)  Within 60 days of publication of this supplement, security managers will provide 95 SFS/SFAII a listing of all security containers, secure rooms, and vaults within their unit.  Update the listing as changes occur and keep a copy in the security manager handbook.  The listing should include:

· Organization

· Building and room number of container

· Container manufacturer and type

· Manufacturer of locking device

5.26.3.4.  (Added-AFFTC)  See para 5.17.1.  Coordinate security procedures with 95 SFS/SFAII before placing the copier in service.

5.27.  Designation shall be included in the Unit Security Operating Instruction.  When reproducing copies of existing documents, identify the approval authority, date of approval, number of copies reproduced and their distribution on the original/file copy or in a separate memorandum filed with the document.

5.28.2.  (AFMC)  Security Managers will pay particular attention to eliminating unnecessary classified documents during semi-annual self-inspections.

5.29.1.  (AFMC)  The AFFTC Central Base Destruction facility is located in Bldg 3526.  Call extension 7-2291 to schedule an appointment.  

5.29.2.6.  (AFMC)  Coordinate the procurement of shredders/disintegrators for the destruction of classified material with 95 SFS/SFAII.  Obtain 95 SFS/SFAII approval before placing the device in service.  Destruction devices will be posted with AFFTC VA 31-31, Authorized for the Destruction of Classified Information or AFFTC VA 31-32, Not Authorized for the Destruction of Classified Information.

6.4.1.  After delivery to organizations by Base Information Transfer System (BITS) or other courier means, protect all First Class (marked “Return Service Requested”), Registered and Certified mail, Emory Air Freight, and FEDEX packages as classified until determined unclassified. 

6.8.  (AFMC)  The local area includes the Air Force Research Laboratory. 

7.1.1.  95 SFS/SFAX is the focal point for Special Access Programs (SAPs). 

8.1.  (AFMC)  Security Managers must develop and implement a local training program tailored to meet unit needs.  Outline training schedule and subjects in a commander approved training plan.  Training aids/lesson plans/materials are available at the Acquisition Security website.

9.2.1.1.  (Added-AFFTC)  Report security incidents involving Special Access Required (SAR) information to 95 SFS/SFAX and incidents involving Sensitive Compartmented Information (SCI) to AFFTC/IN, Special Security Office (SSO).

9.2.4.   Coordinate reporting through 95 SFS/SFAII.

9.3.2.1.  (AFMC)  The inquiry official will contact 95 SFS/SFAII no later than the next duty day after appointment.  Coordination is required with AFFTC/JA prior to starting the inquiry or investigation.

9.3.3.6. (AFMC)  Coordinate notifications with 95 SFS/SFAII.

9.3.3.8.   (AFMC)  Provide 95 SFS/SFAII a copy of the closed reports.

9.3.3.9.  (AFMC)  Notify 95 SFS/SFAII immediately if it is determined that an investigation is warranted.

9.3.4.5.   (AFMC)  Coordinate these notifications with the 95 SFS/SFAII.

9.4.1.1.  (AFMC)  The appointing authority forwards completed reports through 95 SFS/SFAII to AFFTC/CC for closeout.

9.6.1.  This authority is delegated to 95 SFS/SFAII.  






WILBERT D. PEARSON, JR. , Major General, USAF






Commander







Attachment (Added-AFFTC)

10.  AFFTC Visitor Control Policies and Procedures

ATTACHMENT 10 (Added-AFFTC)
AFFTC VISITOR CONTROL POLICIES AND PROCEDURES

A10.1.  General:  No person shall have access to classified information unless that person has been determined to be trustworthy and access is essential to the accomplishment of a lawful and authorized government purpose.  The presence of visitors in an organization presents unique challenges in controlling and releasing both classified and sensitive unclassified information.  Unit commanders and staff agency chiefs will develop visitor control procedures and define them in a unit security operating instruction.

A10.2.  Administrative controls:  All visits, inbound and outbound, requiring access to classified information require advance notification to, and approval of, the organization being visited.  This advance notification is usually in the form of a Visit Authorization Letter (VAL).   Air Force personnel may use Temporary Duty (TDY), Permanent Change of Station (PCS) Orders, or AFMC Form 97, Visit Authorization Request.

 A10.2.1.  Visit Authorization Letters must include, as a minimum

· Visitor’s name and citizenship

· For contractor’s only:  contractor’s name, address, and telephone number, assigned CAGE Code, if applicable, and certification of the level of the facility security clearance.  Also include the visitor’s date and place of birth

· Certification of the visitor’s security clearance eligibility and any special access authorizations required for the visit 

· Name and duty location of person to be visited

· Purpose and sufficient justification for the visit to allow for a determination of the necessity of the visit

· Date or period of time when the VAL is valid

A10.2.1.2.  The Unit Security Manager, or authorized Sentinel Key user, will validate clearance data on outgoing visit requests and will insure the individual has completed an SF 312, NonDisclosure Agreement before dispatch.

A10.2.2.  Unit commanders/staff agency chiefs or their designee must review incoming visit requests, evaluate the need/purpose of the visit, and either approve or disapprove visits.  

NOTE:  Visits by foreign nationals or representatives of a foreign government are referred to and approved by 95 SFS/SFA, FDO.

             A10.2.2.1.  Approved visits require no reply to the dispatching agency.

             A10.2.2.2.  When a visit is disapproved, the dispatching agency must be notified immediately to preclude unnecessary travel and other expenses.

             A10.2.2.3.  Copies of all visit authorization records, both approved and disapproved, shall be maintained by the AF activity security manager, as well as the person visited. 

A10.3.  Visitor Controls:  Commanders/staff agency chiefs must establish procedures to control the movement of visitor(s) ensuring they are only afforded access to information consistent with the scope of the visit, clearance, and need-to-know.


A10.3.1.  Depending on the unit mission and environment and considering the purpose and duration of the visit, controls may range from informing unit/office personnel of the visitor’s presence and access rights to assigning an escort to accompany and monitor the visitor(s) while they are in unit facilities.

NOTE:  As a baseline, a unit representative (DAF civilian or US military) must escort foreign nationals and representatives of a foreign government while on the flight line or in unit facilities.  The FDO may amend this requirement.


A10.3.2.  Visitors must depart unit facilities and the installation upon completion of their official visit.  Unit commanders/staff agency chiefs will determine how best to insure timely departure from their unit facilities upon task completion.  Consider a sign-in/sign-out register, check-in/check-out system, badging system, escort, or similar system to accomplish this task. 

