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                       HQ AFMC/SFX…..1

This instruction supplements the Air Force Instruction (AFI) 31-601, Industrial Security Program Management.  Use this AFI with AFPD 31-6, Industrial Security, and Department of Defense (DoD) 5220.22-R, Industrial Security Regulation, December 4, 1985.  This supplement is applicable to all Air Force Flight Test Center (AFFTC) units and associate units on Edwards Air Force Base.

AFI 31-601, 22 November 2000, and AFMC Sup 1, 28 June 2001 are supplemented as follows.

1.4.  Submit requests for interpretation, clarification, or waiver to the AFFTC Information Security Program Manager (ISPM), 95 SFS/SFA.  The 95 SFS/SFA will respond or forward to HQ AFMC/SF.

1.5.1.  The AFFTC/CC retains security cognizance for all on-base contractor activities.  The servicing ISPM, 
95 SFS/SFA, provides security oversight and support (see para 1.5.9.1).

1.5.3.1. The 95 SFS/SFA is responsible for the AFFTC Industrial Security Program.

1.5.3.2. The 95 SFS/SFA is the AFFTC office of primary responsibility for Program  Protection.

1.5.5.1.  The AFFTC/IN is the Senior Intelligence Officer (SIO) for the AFFTC.  The servicing Special Security Officer  (SSO) is responsible for approval of the SCI portion of the DD Form 254, DoD Contract Security Classification Specification.

1.5.6.  The AFFTC/IT is responsible for Automated Information Systems (AIS), Communications Security (COMSEC), Emissions Security (EMSEC), and For Official Use Only (FOUO) programs within the AFFTC.

1.5.7.   The 95 SFS/SFA manages the AFFTC Operations Security (OPSEC) program.

1.5.8.  The AFFTC/PA manages the AFFTC Public Affairs program.

1.5.9.  The ISPM, 95 SFS/SFA, is designated as the Servicing Security Activity (SSA) for the AFFTC to provide industrial security supervision over on-base contractor operations and personnel.  

1.5.9.1.  (Added). The 95 SFS/SFA acts and signs on behalf of the installation commander AFFTC/CC for industrial security matters.

1.6.1.2.4.  (AFFTC - Added).  Security managers forward the following information to 95 SFS/SFAIS, within 5 working days of contract performance, for all contractors working on AFFTC 30 days or more, continuously:

1.6.1.2.4.1. Company name and address.

1.6.1.2.4.2. Purpose of contract.

1.6.1.2.4.3. Duration of contract performance.

1.6.1.2.4.4. Number of employees.

1.6.1.2.4.5. Unit supported.

1.6.1.2.4.6. Unit Point of Contact (POC) or Office of Primary Responsibility (OPR).

1.6.1.2.5.  (AFFTC -Added).  When a classified contract is to be performed on AFFTC for 90 days or more, the program and or project office of the office responsible for initiating the request for contractor support will forward the following information to 95 SFS/SFAIS:

1.6.1.2.5.1.  Name and address of contractor.

1.6.1.2.5.2. Level of security clearance required.

1.6.1.2.5.3. Access and storage requirements.

1.6.1.2.5.4. Location of contract performance on AFFTC.

1.6.1.2.5.5. Name and phone number of contract representative.

1.6.1.2.5.6. Contract performance duration.

1.6.1.2.5.7. Any special security requirements.

1.6.1.2.5.8. A copy of the DD Form 254.

1.6.1.2.5.9. Name and phone number of sponsoring organization security manager. 

1.6.1.4. The 95 SFS/SFA is designated as the Servicing Security Activity (SSA) for the AFFTC with authority 

for contractor oversight.

1.6.1.5. (AFFTC - Added).  The  95 SFS/SFAIS manages the Industrial Security Program.

1.6.2.4.  Upon receipt of the request for review from 95 SFS/SFAIS, the program or project manager should take the appropriate review actions and issue revisions, as required.

1.6.5.1.  The 95 SFS/SFA, is responsible for security oversight and administration of the Industrial Security Program for the AFFTC.

1.6.5.1.1.  (AFFTC - Added).  The 95 SFS/SFAIS conducts security reviews of contractor cleared facilities and visitor groups according to DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), DoD 5220.22-R, DoD Industrial Security Regulation (ISR), AFI 31-401, Information Security Program Management, and Visitor Group Security Agreements (VGSA).

1.8.2.4.  (AFFTC - Added). Cleared facilities, visitor groups, and intermittent visitors will report the loss compromise, suspected compromise, or other security violations to the SSA no later than the next duty day following the discovery of the violation.  The SSA will report to AFFTC/PK within 10 days of any significant (resulting in actual loss or compromise) contractor security violation.

2.1.3.5.  (AFFTC - Added).  Contact 95 SFS/SFAIS for assistance in verification of facility security clearances.

2.4.1.  Sponsoring AF organizational security managers submit requests for contractor unclassified AIS personnel security investigations to 95 SFS/SFAIP for processing according to AFI 31-501, as supplemented.

4.1.2.  Program, project officers, or activity POCs must notify 95 SFS/SFAIS immediately when contracts require contractor access to classified or unclassified sensitive information or enhanced physical security for products while under the contractor’s control.

4.2.1.  The AF program, project officers, or activity POCs must contact 95 SFS/SFAIS during the draft preparation of DD Forms 254 for detailed guidance on how to prepare DoD Contract Security Classification Specifications.

5.1.  The 95 SFS/SFA is delegated authority to establish visitor groups.  Visitor group designation as a cleared facility, visitor group, or intermittent visitor will be determined on a case-by-case basis.

5.2.4.  Contractor personnel who have attended the installation Safe Custodian Course may be appointed alternate safe custodians.  Contactor personnel will not be appointed staff agency security managers or office security managers for AF activities.

5.5  Contracting officers, or designee, forward notification of contract completion or termination in writing to
 95 SFS/SFAIS.

6.1.2.  The 95 SFS/SFAIS conducts security reviews of cleared facilities and visitor groups at least annually or as determined by the SSA.  To the extent possible, the SSA’s industrial security reviews will be scheduled and conducted in conjunction with the Consolidated Compliance Review (CCR) of the contractor’s host military organization.

7.3.3.1.  (AFFTC - Added).  All incoming Visit Authorization Letters (VAL) will be sent to the security manager and contractor  security representative of the organization to be visited.

7.3.3.2.  (AFFTC - Added). The contractor-related VALs are good for the life of the contract with the program manager’s approval; all others will be valid for one year.  Both the AF activity and the contractor must maintain the VALs  on  file  as  long  as  it  is  effective.   It is the contractor’s responsibility  to ensure that all VALs are current.  The VALs should arrive at the government activity to be visited at least three working days prior to the arrival of the contractor personnel.

8.1.3.  (AFFTC - Added).  If subcontractors are employed in the on-site contract effort, the prime contractor will comply with the requirements delineated in Chapter 7, Subcontracting, of the NISPOM.  Further, it is the prime contractor’s responsibility to ensure the subcontractor complies with DoD 5220.22-M, DoD 52001-R, AFI 31-401, or the installation information security program requirements, as specified in the VGSA with the prime contractor.

8.1.4.  (AFFTC - Added).  The prime contractor is responsible for providing 95 SFS/SFAIS a copy of all DD Forms 254  executed by the prime for subcontractors employed at the AFFTC on-site contract activity.
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